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L. Texymuil KOHTPOJIb

[Ipunoxxenue 1
TecTsl

l. [Ipouenypa npoBeneHus: TECTUPOBAHUS

KomnaectBo IMPOBOAMMBIX TECTOB B TCUCHUC BCETO 1
TECT
nepruoaa OCBOCHUA JUCHUILIIMHBI

OO11ee KOJIMYECTBO TECTOBBIX BOIPOCOB B OaHKe
30 BompocoB
TECTOB

KomnuectBo 3a1aBAC€MbIX TCCTOBBIX BOIIPOCOB B

30 BompocoB
OJTHOM TECTe

@®opMar poBeICHNs TECTUPOBAHUS [TucbMeHHBIN / DNeKTpOHHBIN
Cpoxu / IIepuonnuHoOCTH IIPOBEACHUS
B KOHIIE ceMecTpa
TECTUPOBAHUS
2. [ITkana oueHMBaHUS C YYETOM CpOKa CAa4u
KonnuecTBo npaBuiibHbIX OTBETOB / [IpOoLIeHT MpaBUIbHBIX OTBETOB bamn
bonee 75% OtinnyHO
55-75% Xopouio
40-55% VY 10BIE€TBOPUTEIIHHO
Menee 40% HeynosnerBoputenbHO
3. TecroBbie 3aanus

HpaBI/IJ'ILHBIe OTBCTBI BbIACIICHBI JKUPHBIM.

1) K mpaBoBBIM MeTO1aM, 00ECTIEYMBAIONITIM HH(OPMAIMOHHYIO 0€301MacHOCTh, OTHOCATCS:

- PazpaboTka anmapaTHBIX CpPeACTB 00ECIEIEHNS IPABOBBIX JaHHBIX

- PazpaboTka u ycTaHOBKa BO BCEX KOMIBIOTEPHBIX IIPABOBBIX CETSX XKYpPHAJIOB yUeTa NeHCTBUI

- Pa3paboTka 1 KOHKpeTH3alUsl IPABOBbIX HOPMATHBHBIX AKTOB 00ecrievyeHust 0€30I1aCHOCTH

2) OCHOBHBIMHM UCTOYHHKAMH yIpo3 HH(POPMAIIMOHHON 0€3011aCHOCTH SIBIISIIOTCS BCE YKa3aHHOE B CITUCKE:
- XuIieHue >KeCTKUX TUCKOB, OJKITIOUCHHUE K CETH, HHCAIepCTBO

- IlepexBaT JaHHBIX, XHIIEHHE JAHHBIX, U3MeHEHUE APXUTEKTYPbl CHCTEMbI

- XUIIeHNE JaHHBIX, TIOJKYTI CHCTEMHBIX aJIMHHUCTPATOPOB, HAPYIICHHUE PETIaMeHTa paboThI

3) Buas! nHpOpMaIMOHHOH 0€30MacCHOCTH:

- IlepconanbHast, KOPIOPATHBHAS, TOCY1aPCTBEHHAS
- Knnentckas, cepBepHasi, ceteBas

- JloxanpHasi, riiobanbHas, CMelIaHHas

4) Lenu undopmMaioHHOH 6€3011aCHOCTH — CBOEBPEMEHHOE OOHApYIKEHHUE, PEIyPEkKICHUE:
- HECAHKIIHOHMPOBAHHOT0 10CTYNa, BO3/1eICTBUSI B CeTH

- UIHCAalIepCcTBa B OpraHu3aluu

- Upe3BBIYANHBIX CUTyalUH

5) OcHOBHBIC 00BEKTHI HHPOPMAITHOHHON 0€30MaCHOCTH:

- KomnbloTepHbie ceTH, 6a3bl JAHHBIX

- MadopmMannoHHble CUCTEMBI, ICUXOJIOTHYECKOE COCTOSIHUE MOJIb30BaTeIeH
- busHec-opueHTHPOBaHHBIE, KOMMEPYECKHE CHCTEMBI




6) OCHOBHBIMH PUCKaMH HH(POPMALMOHHON 0€30IaCHOCTH SIBJISFOTCS:

- Uckaxenne, ymMeHbIIeHNE 00beMa, TTEPEKOANPOBKA HHPOPMAITHHI

- TexHu4yeckoe BMEIIATENHCTBO, BBIBEICHUE U3 CTPOsI 000PYI0BAaHHS CETH
- Iloteps, uckaxkeHne, yredka HHGpOpMALUH

7) K ocHOBHBIM npuHIHIIaM o0ectieueHnst HHPOPMAaIHOHHOW 0€30MacHOCTH OTHOCHUTCSI:
- DKOHOMHIYeCKOil 3 (PeKTHBHOCTH cHCTeMBbI 0€30IaCHOCTH

- MHoromtathopMeHHO peaan3auy CHCTEMBI

- YcuieHus 3alUIEHHOCTH BCEX 3BEHBEB CHCTEMBI

8) OcHOBHBIMH CyOBEKTaMU HH()OPMAITMOHHOMN 0€30ITacCHOCTH SBIISIOTCS:
- PYKOBOJIMTENHN, MEHEPKEPHI, aJMIHICTPATOPHI KOMIAHUH

- opranbl IpaBa, rocyJapcTBa, 6uzHeca

- ceTeBble 0a3bl IaHHBIX, (hacpPBOILIBI

9) K 0CHOBHBIM (DYHKIIMSIM CHCTEMBI O€30IaCHOCTH MOXKHO OTHECTH BCE MEPEUHCICHHOE:
- YcTaHOBJIeHUE peryiaMeHTa, ayIuT CHCTeMbl, BbISIBJIeHUE PUCKOB

- YcTaHOBKa HOBBIX O(HCHBIX IPHIIOKEHUH, CMEHA XOCTHHT-KOMITAaHHN

- Brenpenne ayrenTudukanmm, mpoBepKy KOHTAKTHBIX JAHHBIX HOJIb30BATENCH

10) INpuaunom nH(GOpMaMOHHOH 6€30IIaCHOCTH SIBIISIETCS! TPUHINAI HETOMYICHUS:
- HeonpaBaHHBIX orpaHuveHnii npu padoTe B ceTH (cucTeme)

- PuckoB 6e30macHOCTH CETH, CUCTEMBI

- [Ipe3yMIuuu ceKpeTHOCTH

11) [IpuHIUTIIOM TONMUTHKH HH(OPMAIIMOHHON O€30MTACHOCTH SBJISECTCS TPHUHIIUIL:
- HeB03M0:KHOCTH MHHOBATD 3alIIUTHbIE CPEACTBA CEeTH (CUCTEMBbI)

- YcuseHust OCHOBHOTO 3BEHa CETH, CHCTEMBI

- [TonHOTO G6II0KMPOBAHUS OCTYTIA IIPH PUCK-CUTYALUAX

12) [IpuHITUIIOM MOJUTHKU HH(GOPMAIIMOHHON OC30MTACHOCTH SABJISICTCS TPUHIIUIL:
- YcuiieHus 3alIMIIEHHOCTH CaMOT0 He3alUIIEHHOT0 3B€Ha CeTH (CHCTeMBI)
- [lepexozna B 6e30macHOe COCTOSTHUE PAOOThI CETH, CUCTEMBI

- [MonHoOTO MOCTYMA MOIBH30BATEICH KO BCEM PECypcaM CETH, CHCTEMBI

13) [IpuHIUTIOM TONUTHKH HH()OPMAIIMOHHOHN OS30MTACHOCTH SABJISICTCS TPUHIIUIL:

- Pazgenenus nocryna (00s13aHHOCTeH, IPUBUJIErHii) KJIMEHTaM ceTH (CHCTeMbI)
- OIHOYPOBHEBOM 3aIUTHI CETH, CUCTEMBI

- COBMECTUMBIX, OTHOTHUITHBIX IPOIrPAMMHO-TEXHUYECKUX CPEJICTB CETH, CUCTEMbI

14) K oCHOBHBIM THIIaM CPEJICTB BO3JEHCTBUSA HA KOMIIBIOTEPHYIO CETh OTHOCHUTCS:
- KomneroTepnsrit cooit

- Jlornyeckue 3aKJIaaKH (KMHHBI»)

- ABapuiiHO€ OTKJIIOYEHHUE MTUTAHUS

15) Korna motyueH cram mo e-mail ¢ mpuiioxeHHbIM (haiiiom, ClieayeT:

- [IpounraTh NpuIIOKEHUE, ECIIM OHO HE COJEPKUT HUYETO IIEHHOTO — yIAlIUTh

- Coxpanuts npunoxxenue B nmapke «Cram», BEISICHUTH 3aTeM [P-anpec reneparopa crama
- YAaauTh NUCHBMO ¢ IPUJIOKEHHEM, HEe PACKPBIBasi (He YHTAasI) ero

16) purun Kupxroda:

- CeKkpeTHOCTb KITI0Ya OIpeeIeHa CeKPETHOCTHIO OTKPBITOTO COOOIICHHUS

- CekpeTHOCTb MH(OPMAIMH OIPEe/IeIieHa CKOPOCTHIO ITepeaadn JaHHbBIX

- CeKpeTHOCTD 3aKPLITOr0 COODIIEHHUS OIIpPe/le/IseTCsl CEKPETHOCTBIO KIII0Ya

17) BLIT - sT0:

- DneKkTpoHHO-IU(POBOIA ITPeodpa3oBaTelib
- DiexkTpoHHO-nM}pPOBas MOANKCH

- DIeKTPOHHO-IN(POBOI TIpoIIEcCop

18) Hanbouree pacnpocTpaneHs! yrpo3sl HHOOPMAIIMOHHONW 0€3011aCHOCTH KOPIOPATHBHOM CHCTEMBI:
- [Toxynka Henunen3nonsoro 110
- OmMOKH IKCIIYaTAMA M HEYMBIILJICHHOT0 H3MEHEHUS PeKIMA PadoThl CHCTEMBbI



- Co3HaTeNnpHOTO BHEIPEHHUS CETEBBIX BHPYCOB

19) Haubouree pactipocTpaHeHBI yTpo3bl HH()OPMAIIMOHHOI 0€301MacHOCTH CETH:
- PactipenieneHHBIi JOCTY KIMEHT, OTKa3 000pyAOBaHUS

- MopaJibHBbIif U3HOC CETH, HHCANIEPCTBO

- Cooii (oTka3) 000pya0BaHUSA, HeJIEraJIbHOE KONMPOBAHUE TAHHBIX

20) Haubouee pactipocTpaHEeHBI CPEeICTBA BO3CHCTBHUS HA CeTh oduca:

- Cnabblit Tpaduk, nHGOpMaLMOHHBIH 00MaH, BUPYChl B HHTEPHET

- Bupycsl B ceTH, JJornyeckre MUHbI (3aKJIaAKH), UHPOPMALIMOHHBIN NepexBaT
- Kommerorepasie cOon, n3MeHEHHE aIMUHCTPHPOBAHHUS, TOMOIOTUH

21) Yreuxoit ”HGOpMaINH B CHCTEME HAa3bIBACTCS CUTYaIHs, XapaKTepu3yemasi:
- IloTepeii aHHBIX B ccTeMe

- 3menenuem Qopmbl nHbOpMALMN

- 3menenneM coaep:kanus HHGoOpMaImu

22) CeoiicTBamMu HHPOpMAIIH, HanOoJee aKTyaIbHBIMH TP 00eCTIeYeHNN HH()OPMAITHOHHOMH
0€30MacHOCTH SBIISIFOTCSI:

- HesocTHOCTH

- JlocTynHOCTb

- AxTyansHOCTbI

23) Yrpo3a nHGOPMALIMOHHON cHcTeMe (KOMITBIOTEPHOM CETH) — 3TO:
- BeposiTHoe coObITHE

- JerepmuHmpOBaHHOE (BCETAa ONPENEICHHOE) COOBITHE

- Co0OpITHE, TPOUCXOASIIEE TEPUOTUICCKI

24) HopMarust, KOTOPYIO CIeIyeT 3aIllUIIaTh (10 HOpMAaTHBaM, MPaBHIIaM CETH, CHCTEMBI) Ha3bIBACTCS:
- PernamentupoBanHoO

- IIpaBoBoii

- 3ammiaemMoii

25) Pa3HOBHIHOCTSAMH YTPO3 O€30MAaCHOCTH (CETH, CHCTEMBI) SIBISIOTCS BCE MEPUMCICHHOE B CIIFICKE:
- [IporpaMMHubIe, TEXHUYECKHE, OPTAHU3ALMOHHbIE, TEXHOJIOTHYeCKHe

- CepBepHBbIe, KIIMEHTCKNE, CITyTHUKOBBIE, HA3€MHBIC

- JInuHble, KOPIIOPATUBHBIC, COLIMATIbHBIC, HALIMOHAILHBIC

26) OKOHYATENIEHO, OTBETCTBEHHOCTH 32 3alUINCHHOCTh JAHHBIX B KOMITBIOTEPHOM CETH HECET:
- Baageaen cetn

- AIMUHHCTpATOp CETH

- I[lonp3o0Barens ceTn

27) lonuTtrka 6€30IMaCHOCTH B CUCTEME (CETH) — 9TO KOMILIEKC:

- PykoBoacrTs, TpeGoBaHuii o6ecnieyeHusi He0OX0AMMOIr0 YPOBHSI 0€30I1aCHOCTH
- MHCTpYyKIMH, anropuTMOB ITOBEAEHUS MOJIb30BATEINS B CETH

- Hopmb! nadopmanimoHHOro npasa, co0Jr01aeMble B CETH

28) Haubosee BaxXHBIM MIPH peATM3AINN 3AIUTHBIX MEP TMOJUTHKH 0€30MaCHOCTH SBISETCSI:

- AyanT, aHaIIK3 3aTpaT Ha IPOBEICHIE 3alIUTHBIX MEp

- AynanT, aHaim3 6€30MacHOCTH

- AyIuT, aHA/IN3 YI3BUMOCTeil, PUCK-CHTYyAIUi

29) AHTHBHUpYC, KOTOPHIA 00ecTIieYrBaeT IOUCK BUPYCOB B ONICPATHBHON MAaMSTH, Ha BHEITHUX HOCHUTEIISX
IIyTeM MO/ICYETa U CPABHEHUS C ITAJJIOHOM KOHTPOJIBHOU CYMMBI:

- 1eTeKTOop

- TIOKTOD

- CKaHep

- peBu30p

- CTOpOXK

30) [ToTeHnmanbHbIe YTPO3bl, TPOTUB KOTOPHIX HAIPABJICHBI TEXHUYECKNE MEPBI 3aIUTHl HHpOopManuu
- Ilorepn nHdopmanun n3-3a c60eB 000pyA0BaHNS, HEKOPPEKTHOW PadoThI NPOrpaMM M OIIMOKH
00CTy’KMBAIOLIEr0 NMepPCOHAJIA U M0JIb30BaTeJIeH



- [Totepu nHbopManyy 13-3a XaJTATHOCTHA 00CITYKUBAIOIIETO IIEPCOHAIA M HE BEICHHS CUCTEMBI
HaOIIOAEHUS

- [orepu nHdpopManny n3-3a He TOCTATOYHOW YCTAHOBKU PE3EPBHBIX CHCTEM 3JICKTPOIUTAHUH U
OCHAII[CHUE TTOMCIIIECHUH 3aMKaMU.

- [orepu nH(poOpMaLUKU U3-3a HE TOCTATOYHOW YCTAHOBKU CUTHAIN3AIMU B TOMEIICHUH.

- [Iporeccrl mpeobpa3oBanus, MPH KOTOPOM HH(DOPMAITHS yIaISIeTCS



Pedepart (acce, moxman)

1. [Ipouenypa nposeneHus

[Ipunoxxenue 2

OO011e€e KOJINYECTBO TEM 19 Tem

Cpoxku / [leppogruHOCTb BbIJAYM U KOHTPOJIS | B TEUEHUU CEMECTpa
perieHus 3aaaqy

2. IlIkana oneHMBaHKs C yYETOM CpPOKa caaun’

nccnenoBanus. Tema pedepara akTyaibHa, HO IPOOJIEMaTHKA BOIIPOCOB HE PacKpHITA.
He ncnone3yrorcst coBpeMeHHBIE HHCTPYMEHTHI Iepeaadn HH(opMaIu

KpI/ITCpI/II/I OLCHKH Ka4C€CTBA PCIICHUS 3a1a4U bann
OOyyaromuiicss IOKa3bIBaeT BBICOKHH YpPOBEHb 3HAaHMA B OONAaCTH  TEMBI OTnu4HO
noAroToBiIeHHOro pedepara. Tema pedepara akTyanapHa, MpoOieMaTHKa BOIPOCOB
packpsITa. Mcronb3yroTesi coBpeMEHHbBIE HHCTPYMEHTHI Iiepeiadll HHPOopMannu
OOyuaronuiicst TOKa3bIBAa€T JOCTATOYHBIA YPOBEHb 3HAHMH B 00NacTH TEMBI Xopo1o
MOATOTOBJIEHHOTO pedepara. Tema pedepara akTyanbHa, MpodieMaTHKa BOIPOCOB
packpeiTa. Mcnonap3yroTess COBpeMeHHbIE HHCTPYMEHTHI Iiepeiaun HHPOPMaIun
OOyuaronuiicsi TOKa3blBaeT HEAOCTATOUHBIM YPOBEHb 3HAHWH IO TEME HAy4YHOro | Y JIOBJIETBOPHUTEIHHO
uccienoBanus. Tema pedepara akTyanbHa, HO IpPOOJEeMaTHKa BOIPOCOB PACKpHITA
cia0o. Cnabo MCIoIIB3YIOTCSI COBPEMEHHbIE HHCTPYMEHTHI Iepeaadn HHHOopMaIiu
OOyuaronuiicss TOKa3blBaeT HU3KUHA YpPOBEHb 3HaHMM B obmactm HaydHoro | HeynoBieTBOpHUTENBHO

Tewmpbl
[TpuHIUTIBI ¥ TpaBHJIA YIPABJICHUS TIEPCOHAIIOM
[TpuHIUTIBI ¥ TpaBHJIa OPTaHU3ALUU CITY)KOBI 0€30ITaCHOCTH
CpenctBa pusndeckoii 6e30MacHOCTH
Texuuueckas 3amura uHpopmarmu. KaHamel yreuek

O XN n kAW

CeTAX;
10. Cuctemsl ynpaBierus 1octynomM k uapopmanuu (IRM);
11. Cuctemsl 3alUTHI OT aTak Ha npukiIagHoM ypoHe (WAF);

12. Cuctemsl ynpaBienus uHIuAeHTaMu U coobitusiMu b (SIEM);

Cucrembl ynpaBiieHUs] UICHTUDUKAIMOHHBIMU JAaHHBIMU U ocTynioM ([AM);
CucreMbl OTHOKPATHON U MHOTO(DAKTOPHON ayTeHTU(PHUKAIIUN B KOPIIOPATUBHBIX

13. Cuctemsl 3alIUTHI OT yTeUKU KOHQUAeHInaIbHoU nHpopmauuu (DLP);

14. O6bexThI noautukk 0e3onacHoctu OC, npuMepsl peanu3auuu
15. Cpenctsa mudpoBanus (HaiaoB, TUCKOB, ApXHUBOB

16. CpencTsa ynpaBiieHHsI IIETIOCTHOCTHIO JJAHHBIX

17. Cucrema obHapyxenus atak(IDS)

18. Tlouck ys3BUMOCTEM

19. Cucremsl ynpasienusi cootBerctBueM tpedoBanusMm b (Compliance Management);

! 3a HECBOEBPEMEHHYIO c/1auy 00YYAKOIIEMYCS MOTYT ObITh HAYUCIIEHBI ITPA(HbIE GAILIbL.



II. ITpomexxyTOUHAs aTTECTALUS

3auer

1. IIpouemypa npoBeaeHus

[Ipunoxxenue 3

OO111ee KOJIMYECTBO BOIPOCOB K 3a4ETy 20 BonpocoB
Komnuuectso OCHOBHBIX 3aJlaBaeMbIX | 5 BOIIPOCOB
BOIIPOCOB
®opmar npoBeAcHUA YcerHO
2. [Ilkana olEeHUBAHHUA C YYETOM TEKYIIEro KOHTPOJS paboThl 00yyarolierocsi B
cemecTpe

Kpurepun  oueHku  ypoBHS  C(HOPMHUPOBAHHOCTHU
KOMIIETEHIIUH 110 TUCHUIUINHE

bamn

BBICTaBISIETCSI  OOY4YalOIIEMyCsl  BBIIOJIHUBIIEMY  TECT H
3amuTHBLIEMY pedepart, uel ypoBeHb 3HaHWH, yMEHHI U HaBBIKOB
COOTBETCTBYET YPOBHIO OLEHOK «OTIMYHO», «XOPOIIO» WU
«yIIOBJIETBOPHUTEIILHON.

3a4uTeHo

BBICTABJIETCS OOyYaromeMycsi, HE BBIIOJIHUBIIEMY TECT U HE
3alIUTHUBIIEMY pedepar B TCUCHHE ceMecTpa, JTHOO 4Yeil YpOBCHb
3HAaHUWA, YMEHMA W HABBIKOB COOTBETCTBYET YpPOBHIO OLICHKH

«CHCYIOBJIETBOPUTECIHLHO».

He 3auteno

3. Bomnpocs! 1 3agaun (mpu HEOOXOIUMOCTH) K 3a4ETy

UYewm yrposa 1b otnuuaercs ot yszsumoctu UB?
Jlaiite onpeneneHne NOHATUIO PUCKA.

3. Kakue HemocTtaTku HMEIOT HECUMMETPUYHbIE MeETOJbl MMU(POBaHUS Tepen
CUMMETPUYHBIMU?

4. B uem 3axmouaercs npobiaemMa ynpaBieHus Kioyamu?

5. I'me ucnonmp3yercs creranorpadus?

6. OnumunTe NpUHUKN paObOTH! U(PPOBOM MOANUCH TOKYMEHTA.

7. UYro Takoe rocy1apCcTBEHHAs TailHa U KAaKOB OTBETCTBEHHOCTH 3a €€ HecoOtoieHne?

8. Kakue 10KyMeHTBI peryiaMeHTUPYIOT 3aIlUTY NEPCOHATIBHBIX JAHHBIX.

9. Kak oxpaHstoTcs pe3yabTaTbl HHTEJUIEKTYaIbHON AESITETbHOCTH?

10. Kakast cymecTByeT OTBETCTBEHHOCTh 3a HapyllleHHs B cdepe HHGPOPMaMOHHOM

Oe3omacHOCTH?
11. Kakue cymecTtByroT crioco0Ob! orieHku 1b.

12. Kakyto poJib UTparoT OpraHu3alliOHHO-PEeKUMHBIE MephI B chepe UB?

13. [laiite onpeneneHue MOHIATUIO NOJIUTHKA OE30MACHOCTH.

14. B yem cymHOCTb ataku «KBHII TpO KBOY.

15. Uro Takoe «(UIINHTY, «BUILIUHIY, «CMUIIUHT, «(hapMUHT»?

16. Kak 3amuTuTh OT MOILIIEHHUKOB B IHTEepHETE?



17. HazoBuTe OCHOBHBIE YIPO3bl (PU3NUECKOM 0€3011acCHOCTH.

18. Ha3oBute nporpaMMHbI€ CPEACTBA JJI1 KOHTPOJISA IIEpUMETPA.
19. OnumuTe NPUHIKIBI paOOTHl AaHTUBUPYCOB?

20. Kakue cymecTByrOT BU/IbI CETEBBIX SKPAHOB?



