ITamarka
0 BH/IaX H €I10C00aX COBePIICHHA NPECTYNJIEHHH ¢ HCII0Jb30BAHNEM
HH(POPMAHOHHO-KOMMYHHKAIHOHHBIX T€XHOJIOTHIA
H Mepbl POTHBOAEHCTBHA HM.

KuGepripecTylTHUKH © MOLIGHHHKHM HE MMEIOT KaKoH-mubo wHaubosee
PacIpoCTpaHEHHOM CXeMbI, KOTOPYIO OBl OHM HCIIONB30BATM ISl TIPOBEJICHUS aTaK
Ha POCCUMCKUX IOJIB30BATEIIEH.

OHu N1eTKo aJanTUpPYIOTCSI IO KPU3UCHBIE CUTYAlMH, CTApasch HAXKHUTHCS Ha
SMOLIMOHAIIEHOM COCTOSTHHH JIFOEH.

IIpu sTOM, BEIOOp cTIOCOGA MOLIEHHUYECTBA, [IPEK/IE BCErO, 3aBUCHT OT LeJlei,
KOTOPBIE CTaBAT Iepel coboi adepHcThl, OT HATWYMUA y HHX COOTBETCTBYIOIIHX
pecypcoB, BpEMEHH Ha NOATOTOBKY M KBAJIM(HKALINH.

ColmanbHele ceTM M MECCEH/PKEPHl dYallle BCEro HCIIONB3YIOTCS Ul
MaKCHMalbHOIO OXBaTa IIOTEHLUANBHBIX JKepTB. Ilpu 5ToM TaM OOBIYHO
MOIICHHMYECKHE CXEMEI IOCTATOYHO INPHUMHUTHBHBIE, MMO3TOMY UX HEIb3s HA3BaThb
3QHEeKTUBHBIMHU.

Hanbonee BBIrOJHBIM CIIOCOGOM MOIIEHHMYECTBA IS ahepHCTOB SIBISIOTCS
oObIuHbIe  Tene(OHHBIE 3BOHKH, KOTOPBIE IIPHHOCST KuOeprpecTyTHHKAM
AOCTaTOYHO HEIUIOXHME JOXO/bl, IIOTOMY YTO MHOTHE IpPUMEHSeMbIe B XOJIE HHX
CXEMbI JaBHO OTpabOTaHbl, 3MOYMBIILICHHUKH, NAaBHO [PHCYTCTBYIOUIHE B JTOM

cepe NEATETBHOCTH, UMEIOT JOCTATOYHO BBICOKHE HABLIKH NIPHUMEHEHUS MEeTOIHK
COLIMATTEHON HHIKEHEPHH.

B crny4yae mpoBejieHus KPYIHBIX €IMHOBPEMEHHBIX KHOEpaTak MaKCUMATBHO
NPHOBITBHBIMY [T 3MOYMBIIIICHHUKOB Ceifac ABISIOTCS PACCHUIKH ¢ BIIOYKEHUSMMI
B BH/e BpeIoHOCHOr0 11O (Yale BCero aTo ImporpaMMbl-BEIMOIaTENH ).

Ecnu mosnp3oBaTens OTKpoeT Takoe IIHCHMO, CKavaeT M 3allyCTUT Ha CBOEM
YCTPOWCTBE BIOXKEHHBIN (ailr, To Bce ero maHHBle Ha KOMIIBIOTEPE OYIyT
samrdposankl. 1T0/100HbIE MeficTBHS 0COBEHHO OIMACHBI B cllydae, €Clld OTKpBITHE
hailia TPOMCXOAMT Ha  KOPIOPATHBHOM ycrpoiictBe. B stom  ciyuae

SMOYMBILUICHHMKH ~ MOTYT ~ CKOMIIPOMETHpPOBaTth  Bcio  IT-undpactpykrypy
OpraHu3auu.

IIpoBeneHHEIM aHATH30M BO3GYKICHHBIX Ha TEPPUTOPUH Y IBIHOBCKOM
O0NacTH YTOJIOBHBIX JieT 110 IPECTYINICHUAM, CBA3aHHBIX C HCIIOJIB30BAHHUEM
MH(OPMALMOHHO-KOMMYHUKAIHOHHBIX TEXHOJOTHI, a TAKKe 3apPEruCTPUPOBAHHEBIX
B KYCII Matepuanos 1o cooGimenusam o NPECTYNNCHUAX TAHHON KaTeropuu, MOKHO
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BbIJIETUTE HECKOJIbKO HauboJjlee paclpoCTpaHEeHHbBIX CIIOCOG0B COBEPHIEHNS IesSHHI
paccMaTprBaeMOM KaTeroOpuu:

Cxewma 1. Onepatopsl cOTOBOM CBSI3H.

Cxema 2. [Ipenoxenus ot IkeGpoKepoB.

Cxema 3. Ob1enne ¢ paboroaTenem.

Cxema 4. 3BOHKH MIIH COODILEHUS OT 3HAKOMEIX.

Cxema 5. Omara yenyr o ¢eiikosomy QR-koxy.

Cxema 6. 3BOHKH U cOOOIIEHNS U3 OaHKA.

Cxema 7. 3BOHKH U COOOIIEHUS OT IOCYJapCTBEHHBIX BEIOMCTRB.

Cxema 1. OniepaTopsl coTOBOM CBA3M

HO)I BHJIOM CICHHAIUCTOB U3BECTHBIX TCICKOMMYHHKAIIHOHHBIX KOMIIaHHH
MOMICHHHKH CTAparTCA IIOJIYYUTh JOCTYII K AKKdYHTY 110JI30BaTeIIsl «” OCYCIIYI'H».

OHM 3BOHAT JKEpTBE W YTBEPKJAIOT, YTO JeHCTBYIOIIMIA JIOTOBOP
3aKaHIMBACTCA M €ro HEeOODXOAMMO IPOJUIMTh, MHAYe HOMEp IepeanyT APyroMy
abonenTy. VnTH HUKyHa He HYKHO, BCE MOJXKHO CHENATh O TeneGoHy, yBepser
3JI0YMBIIIIEHHUK. JIOCTaTOYHO MPOIUKTOBATE KOJL U3 CMC.

Crenyronuii 1mar — repeiTH 10 cChUIKe, TIe HYKHO BBECTH €I1le OJMH KOJI.

Takum oOpasom uenoBek He MPOUIEBAET JOTOBOP, KOTOPHIL HA CamMOM Jelie
ABJIICTCST OECCPOUHBIM, @ [PEOCTAaBIIsIeT JaHHbIe JUIS BXOJA B JIHYHBIA KaOuHeT Ha
noprane «l'ocycimyru» m Bcro mHpOpManuo o cebe, KOTOpas XPaHHTCS HA ITOM
pecypce.

BHUMAHHWE!!!
JloroBopsl, 3akmiovaeMble abBOHEHTOM C COTOBBIMHU omeparopaMM, He
NpeNyCMaTPUBAIOT OIPAHHYEHHOIO CPOKA IOTb30BAHMS HOMEPOM.

ByznbTe 6IUTENBHEI U NPy IPEIHTe CBOUX OIH3KMX!

Ecte u ppyras mens, KOTOpyH MpecleayloT MOIICHHUKH, IPEICTaBIISSCH
OIIEPaTOPOM CBSI3H.

JKeprBe TarKe MOCTYnaeT 3BOHOK € IPEeIOKEHHEM IO CMEHE TapuGhHOTO
ITIaHa, IOIKIIOYCHHEM OIIUH, 3aMeHbl Ssim-KapTel. UT0OBI peanus3oBath 0boe u3
JICHCTBHH, aOOHEHTY HEOOXOIUMO NPOLHKTOBATE KOJ H3 CMC, KOTOPBIH IPUIET Ha
ero HoMep. C NOMOIIBIO 3TOTO KO 3J10yMBILILIEHHHK HONyYaeT JOCTYI K JTHIHOMY
KabuHeTy mNonp30BaTens Ha O(GHIHAILHOM caiiTe oreparopa. A yke TaM OH
HacTpanBaeT Tepeapecalyio cooOIeHnH 1 3BOHKOB ¢ HOMEPA KePTBEI Ha CBOIA.
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OTO JenmaeTes I TOro, 4ToObI B JaJbHEMIIEM IOLTBEPKIATE PA3HOrO poa

OIlEpallii: BBEIBOZ CPeNCTB ¢ OaHKOBCKHX KapT aboHeHTa, ohopMIIEHHE Ha HEro
KpeauTa.

BAJKHO!!!

Ber MoxkeTe OOHOBHTH IepCOHANbHBIE NaHHBIE, OOPATHMBINNCH 34 YCIYroi
JIMYHO — B o(Hce oIlepaTopa CBsI3W WM B JTHYHOM KaOHHETE Ha ero oQHUIHaIbEHOM
noprajie (HO He 10 CCBITKE U3 CMC).

He mnaspiBaiiTe HHKakMX [JaHHBIX He3HAKOMBIM 10 Teledony. Eciu
COMHEBAeTeCh, MO3BOHHUTE OIIEPaTOPy CBS3M II0 HOMepy, KOTOPBIH pasMelleH Ha ero
oduIIaTEHOM caiTe.

Cxema 2. [Ipennoxxenus oT JoKeOPOKEPOB

3MOYMBIIIEHHUKH CBS3BIBAIOTCS € IOTEHI[HANBHBIME HHBECTOPAMH Yepes3
COIlMANbHBIC CETH MM 3BOHSIT MM TIOA BHJIOM COTPYIHMKOB WM3BECTHBIX
HWHBCCTHIIMOHHBIX KoMItanui. [IpeuioikeHne 3aMaHYMBOE€ — HY’KHO JIMIIB OTKPBITH
«Opokepckuit» cder u uHBecTHpoBarth or 10 000 py6neil. Jloxom — He MeHbIIe
MUJITIAOHA.

JUIst OTKPBITHS TAKOTO cYeTa MOLIEHHUKH TPEOYIOT YCTAHOBUTE IIPUIIOKEHHE,

Jlanee mporpamMma UMUTHpPYeT sSIKOOBI POCT JIOXOI0B OT WHBECTHIMI, B TOM
qHCNIe B KpUNTOBAMOTY. Kak TONBKO y «MHBeCTOpa» BO3HHMKAET JKEJIAaHHE BBIBECTH
JEHBI'W CO cYeTa — HaYMHaloTCa npobieMsl. JhkeOpokepsl TOBOPST, YTO CAENATh 3TO
cnoxHO. HyXKHO mOmomHWTH cYeT elme pa3 Ha ONpPEJIEEHHYI0 CYMMY, OIUIATHTD
«CTPaxOBKY» UJIH €XKEJTHEBHOE pasMellleHUe BaTIOTHl B «E€BPOIEHCKON gueiike» a1ubo
HaUTH TIOPYIHUTENS, YTOOBI MOXKHO OBLIO «OGHATMYHUTEY CpelcTBa. B urore nHBecTop
TEPSET CBOM JICHBI'H, a 3a0/{HO ¥ HaJeXkK/1y Ha OyIyInne MUIITHOHE,

Bapuant 5TOH MOIIGHHHYECKOW CXeMBI — y4acTHe B YHHUKAILHOM
HHBECTULHOHHOM OHJIAMH-TIPOCKTE H3BECTHOro OaHKa. 3aBIEKArOT MOTEHIMaTbHBIX
KEPTB IPU NOMOIIU ITHCEM Ha JJIEKTPOHHYIO MOYTY. 3JIOYMBIIUICHHUKH, 0()OPMIISS
coOOIIeHNE, KOIMPYIOT BU3YaIbHBIN CTHIIL (DMHAHCOBOIM OpraHHU3AIMA U Jaiee i
yOEIUTeILHOCTH HCHIONB3YIOT Te K€ KOPIIOPATHBHBIC IIBETA, JIOTOTHI M Ipyrue

JJICMEHTHEI. ﬂ.]'[ﬂ YYacTUs B «BBINOTHOMY KaMIIaHHUHA npeanaracrcs HepeﬁTH IO CCBIIIKE
n3 IMUcChbMa.

Ilocie  ’xeprBe mpemnoKaT  NpOMTH  ONpOC:  yKasaTh  3apaboToOK,
NPEIIOYUTACMBIN CIIOCO0 XPAaHEHHs CPEJCTB W KOHTAaKTHBIE NAHHBIE /UIS CBA3H C
NpCACTABUTE]IEM OpraHM3allid, a TakkKe JagyT JOCTYIl K  CIElUaIbHOMY
IPUTIOKEHUIO. A yIKe TaM TIOHaI00UTCsS BBECTH JaHHbIC CBOeH GaHKOBCKOM KapThl —

¢ Hee aepHUCTHI IIOTOM U CIIMINYT AeHBIH.
BAXXHO
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IIpoBepbTe caliT HWHBECTHUMOHHOW KOMIAHHU WM OpoOKepa. Ob6patute
BHUMaHHE Ha PEKBU3UTHI U HAIMYHE TUIEH3MH banka Poccun.

OTKaxuTech OT YCIYI" KOMIIAaHHH HIIHN ee HpeﬂCTaBHTeﬂeﬁ, €CJIM OHH TPOCAT

MIEPEBECTH ACHBIM 3a YCIYTH HA KapTy QU3MYecKoro auna (1ubo yepes s1eKTpOHHEIIf
KOIIIeNeK ).

OOs3aTenbHO 3aKTIOYMTE [OrOBOP M 3alpallluBaiiTe oT4eT 06 OKAa3aHUHU
OPOKEPCKUX YCIIyT.

He Bexureck Ha obemanus rapaHTHPOBAHHOTO BBICOKOTO J0XOJa B KOPOTKHE
CPOKH.

Cxema 3. O0uienue ¢ paboTomarenem

CobecenoBanue ¢ Oyaymmum paGoTozaTeneM — BOJHMTENBHAs IPOLCLYPA.
ITopoli MOLICHHUKH MOJB3YIOTCS PACTEPSHHOCTBIO COMCKATENeil M KpajyT JIHdHBIE
AQHHBIC TIPSIMO BO BPEMsI OHJIaHH-BCTPEYH.

Hox Bumom Gynymero paGoronarels MOIICHHUKA TPOBOIST coGecenoBanume,
IIC OHH MPOCAT KaHAMIATa 3allOJHHUTh aHKETY MPAMO BO Bpems 3yma. OmuH U3 ee
IYHKTOB — HOMEp KapThl ¥ Jpyrue ee JaHHble. Ha Hee 37M0yMbIIUIEHHUKH 00eIaioT
POU3BOJMTL OIUIATY. YTOOBI HUYETO He MPOIYCTUTh, OHH BKIIFOYAIOT 3aIMCh DKPaHa.
HexoTopble MOIIEHHHMKH IIPOCAT yKa3aTh HHMOPMAIMIO [0 HECKOIBKUM OAHKOBCKIM
KapTam, €CJId KaKylo-TO SKOOBI He MPUMET OyXTalITepHs.

Bmecro mononHeHuii ¢ GaHKOBCKOH KapThl COMCKaTeNns B Oyayiem
[IPOMCXOMAT CIIMCAHMs, a Ha paboTy €ro Tak U He YCTPauBaoT.

Haxonmsacr B momcke paBoThl, MOKHO He TOILKO IIOTEPSTL JEHBIH, HO H
HapyIIATh 3aKOH, CTaB APOIIIEPOM.

B Imocjeqnee BpeMsI MMEHHO DTOT MOIIECHHWYECKHI cueHapHﬁ CTaHOBUTCH
IIOIIYJIAPHBIM, a €I'0 KCPTBAMM CTAHOBATCS CTYJICHTEI H ITICHCHUOHEPEI.

HAponmepst wimu aponsr (ot ammmiickoro drop — Opocars, Kamarb) —
[TO/ICTAaBHbIC JIHI@, KOTOPBIE 3a/[CHICTBOBaHbI B HEJETAIBHBIX CXEMaX IO BHIBOIY
CPEACTB ¢ 6AaHKOBCKUX KapT.

Hacro »xeprBa HE OCO3HAET, YTO BOBJEYEHA B NPECTyIHY cxeMy. Bens
00BsIBIIEHME O PaboTe, HAa KOTOPYIO OHA YCTPAMBAETCH, HE BBITISIAT II0I03PUTENIHHO.
A OGynymmit paGorosmarens mocie cobecenoBaHUs MPEIOCTABISIET  JIOTOBOD,
OTOBAPUBACT YCIIOBUS TPY/IA, CPOKH BBINIONHEHMS pPAOOTHI U APyrUe HIOAHCHI,

BAXHO
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BuumarensHo usyuaiite npeioxenne oT 6yIyIero paGoToaaTens U OT3HBLI
0 HeM.

He Benurech Ha obemanus jerkoro 3apaboTka ¢ MUHHMAIBHON 3aTpaToil
COOCTBEHHOT'O BPEMEHH.

[Ipu oOmennn coxpassiite XOIOHYIO roJIOBY, HE TOJlaBaliTeCh SMOITHAM, a
[JIABHOEC — CII€JIMTE 32 TAHHBIMH, JOCTYIT K KOTOPBIM IIPEIIaraeTcs IpeI0CTaBUTE.

Cxema 4. 3BOHKM MIIM COODIIEHUS OT 3HAKOMBIX

Eme ofna TakTHka 3M0yMBIIIIEHHHKOB — PACCHUIKA cOOOUIEHHH ¢ NpochBoit
OJIOJDKUTB JICHET ONM3KMM MU Ipy3bsiM. [1opoii B CBOMX CIEHAPHSIX MOIIEHHUKH
3aXONAT U JajIbIlIe — UIPAIOT HA YYBCTBAX JKEPTBBI U COOOIIAIOT, YTO €€ POJACTBEHHUK
monan B 6exy. Eciu panbine adepucram IpEXOQMIOCh pasbirphIBaTh TeaTPAIbHBIIA
CIICKTaKIb, IOAJCNBIBAs T'0JOC, TO TENEPh 3a HUX 3TO [eNaeT MCKYCCTBEHHBIM
UHTEJIIEKT.

3MOyMBIIIIEHHUKH ~ B3IIAMBIBAIOT ~ aKKAYHT  IIONB30BATENS, CKAYMBAIOT
FOJIOCOBBIC COOOLIEHMST M Ha MX OCHOBE I'€HEPHPYIOT MOHOJOI JUIS ajbHEMHNIero
oOMaHa.

CymiectByer u japyroif cueHapuii — mpock6a IIPOroJIOCOBaTh 3a JieTeil MM
IICMSHHUKOB B JICTCKOM KOHKYpCe. 3a CCBIIKOM JUISL TONOCOBaHMS, KOTOPYIO
MOIUCHHUKH OTIPAB/IAIOT CO B3JIOMaHHOIO akKKayHTa BIajelblla, CKPHIT BHPYC,
KOTOPBIM OTKPOET UM JOCTYII K BallleMy TajKeTy.

BAXXHO

He mepexomure 10 HEM3BECTHBIM CCHUTKAM, JAXKE ECIH MOJYYHIH HX OT
OIMU3KUX WIIH 3HAKOMBIX.

JloroBopurech ¢ pOJACTBEHHHKAMM © Tapole MM CEeKPEeTHOM BOIIpOCE,
KOTOPBIH HY)XHO Has3BaTh, €CIM PA3rOBOP KAXKETCS IMOJO3PHUTEIbHbIM. TaKkoi mar
IIOMOXXET PaCKyCUTh HAMEPEHHUS MOILIEHHHKA.

Cxema 5. Omara yenyr o ¢eitkoBomy QR-xomy

Cerofssi, 4TO6BI MOMYYHTH KaKyIO-mMGO YCIYIY WIM OILIATHTH TOBap,
AOCTATOYHO HaBeCTH Kamepy Ha QR-xon. Hampumep, UM MOXHO BOCHOIB30BaTHCH,
YTOOBI B3STh B apeHIy CAMOKAT HIIM IIOPTATHBHOE 3apsAHOE YCTPOUCTBO IS
rajpkera. IlpaBja, BMECTO HpPOTyJKH C BETEPKOM M 3apsiKEHHOTO AKKyMYJISITOpa
Telle()OHa MOKHO TIOIYyYHTh ITyCTOM GAHKOBCKHEL CUeT.

Jeno B ToMm, uTo Takoit QR-ko1 BemeT He Ha OQuUMAaNBHEIN calfT cepBuca, a Ha
TOJENBHBIN Pecype, Yepe3 KOTOPhIi a(epucTl KpaiyT JeHbIH U JaHHble KapThl.



BAXHO

OrutavmBaiiTe ycrmyry Toiasko yepes ohUIHATLHOE IPHIOKCHHE cepBuCa, a He
4epes KaMepy rajiKeTa.

Cxema 6. 3BOHKH U coobmenns u3 6anka

Hapsiny ¢ yokuBeIME yrposamut 06 ohopMIeHHH Kpeauta Ha WMs BIadeTbia
0aHKOBCKOH KapThl APYTHM YeIOBEKOM MU TIOJIO3PUTENBHON Onepanuu mo Hel —
OSIBUJIUCE U HOBBIE CLIEHAPUH.

MoOIIEHHNKN 0] BHUIOM CIIEIMAIUCTOB TEXTIOANEPXKKH  (UHAHCOBLIX
OpraHu3alMi IIpe/UIaraloT yCTAaHOBHUTh Ha CMapThOH IPHIOXEHWE U IOUCKA
BUPYCOB. DTO BPEJOHOCHOE MPOrpaMMHOE OOecIIeueHHe, KOTOpO€ JaeT JOCTYIl K
TeNe(hOHY KEPTBEI M €ro JaHHEIM.

Eme omwH mnomynspHbIi CleHapuii — TOMOIIb B COXPAHEHHH JEHEKHBIX
CpelCTB.

AdbepHcTs IO BUIOM coTpyaHukoB Banka Poccun coobmaror XKEPTBE O TOM,
UTO KTO-TO TBITACTCA IOXUTHTHh JCHBIM ¢ ee cuera. UToObl MX cmacTH, HaJo
IIEpEBECTH CpelcTBa Ha «Oe3onacHblit» cuer B 16 P®. ITo merenme 510 BpeMeHHas
ME€pa — Ha NEPHOJI IIOMCKA INPECTYIHHUKOB. A IIOTOM BCIO CYMMY YelIOBEKY SKOOBI
BO3MECTAT HAIIMYHBIMU B IipueMHo# banka Poccuu B Mockae.

BAXHO
Tonp3yiiTech TOMBKO OGUIMATBHBIME peCypcaMu (PHHAHCOBBIX OpraHU3alluil.

Ecnu Bam 3BOHAT COTPYyAHHKM OaHKa M pasroBOp C HHEMH KaKeTcs
HOZIO3PUTENBHBIM, NIEPE3BOHUTE HA OQHIUANBHBIA HOMEp, pa3MElICHHBIH Ha caiiTe
(uHAHCOBOH Opra”u3aum.

Tam xe BBl MOXeTe HAHTH CCHUIKH Ha OQUIMATBHbIC GaHKOBCKHE [IPHIIOKEHHS
U CKayaTh UX.

Cxema 7. 3BOHKM U COOOIIEHNS OT FOCYIApCTBEHHbIX BEIOMCTB

HacTo MOMIEHHUKH 3BOHAT WM MHIIYT YENOBEKY SKOGBI OT JIMIA COTPYIHUKOB
OCb, Pochurmonuropunra, ®HC, CoumansHoro Gorga Poccum, mnoprana
«l"ocycmyrmy.

Camasi pacmpocTpaHeHHast YIOBKA — HpPeIOKEHHE IIOTYYUTE KaKyr-11u00
rOCYIapCTBEHHYIO BEITLIATY.

Cxema KJIaCCHYeCKas: Bbl HAM JaHHBIE KapThl, MBI BaM — JIEHBI'H.
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Ecte u  gpyroit cuenapmit. Hanpumep, 3BOHOK oOT [peacTaBuTe e
CIICICTBEHHBIX OpPraHOB MK POCOUHMOHUTOPUHTA C YTPO30ii GIOKMPOBKY CUYETa, 110
KOTOPOMY ~ SIKOOBI 3a(MKCHPOBAHBI COMHMTENBHBIE oONepauud. YTo6bl HTOro
136eKaTh, MOMIEHHNKY TPeOyYIOT orutaruth mrpad. s yOeIUTENBHOCTH OHH MOTYT
JlaXKe MPUCIIATh KBUTAHLMIO Ha OUIHATIEHOM GaHKe BEIOMCTBEA.

BAXHO
HOMHPITG, qTO IIO,E[O6HLI€ BEAOMCTBA HE HAACJICHBI MMOJHOMOYHAMHU 110 apecTy
ACHCIKHBIX CPECJICTB, HE OKA3BIBAIOT TJIATHBIX YCIIyT I10 O(i)OpMJIeHHIO HAOKYMECHTOB, a

TAKXKE€ HE pacChIIaroT HO)IOGHBIG I[MMCbMa W He 3BOHAT I10 Teﬂe(bOHy HIH B
MeECCCH/KEepax.

Ecim BBl momyummu monoGHble COOOIMIEHHS — INPOUTHOPHPYiTE HX |
00paTHTECh HANPSMYIO B TOCYIAPCTBEHHYIO OPraHHU3aLHIO.

Kak 6e3omacHo nons3oBaThLCS cafiTaMu 00bSBICHMH

C nomoupro caifToB 0OBsBICHUN OYeHb YAOOHO IIPOAABATH WK TOKYTIATh
TOBApbl WIIM MCKaTh HOBYIO paboTy. O6G 3TOM 3HaeTe HE TONBKO BB, HO M
MOIICHHHKH, KOTOPbIE IbBITAIOTCS 3apaboTaTh Ha Ballell  JOBEPUUBOCTH.
Pasbupaemcs, KaKk He MONACTLCA HA UX YIOBKH.

Ha u4ro wnamo oOpaiiath BHUMAaHWE M YTO JlejlaTh, YTOOBI BBIYUCIHUTH
MOIIIEHHUKOB?

IIpountaiite o6 bsiBrnenne. OGpaTuTe BHUMaHME HA CIIEJIYIOLIHE MOMEHTBL:

Ipoduis npomasia.

Jlionu, koTopele wacto maroT 0OBABIEHHS Ha caiiTe, Kak IIPaBHIIO, MTOAPOOHO
3aIIOJHSIOT CBOM MPOMMUIE. Y HUX €CTh PEUTHHT M OT3BIBBI TEX, KTO MOIb30BAJICH HX
ycmyramu. Ha MHOrMx caiftax cyniecTByeT BOZMOKHOCTS ITOITBEPIKIEHUS TPOod Ui,
1 IOCTOAHHEBIC II0Ib30BATEIM €10 He HpeHeOperaioT. OJHAKO MOLICHHWKH MOTYT
pasMecTuTh 4ykyio (ororpaduio, MOATBEPAUTH TPOGUIL € IOMOMIBIO qyK0r0
nacropra W HakpyTHTh cebe pedTuHr. HeBO3MOXKHO MOIIenaTh TOJNBKO nary
peructpanuu npoduis. Cepheé3Hble CepBHCH 00BSIBICHHUIN cTaparoTcsi OOpOThCS ¢
MOIICHHUKAMU ¥ OJIOKAPOBATH X, II03TOMY TakKue IPOMHIH CYILIECTBYIOT HEJ[0JITO.
Koneuno, He xax/plii HemasHO 3aperucTPUPOBABIIHICA YeJOBEK, HEe WMMEIOIIHA

pelTHHTra, — MoIeHHUK. OIHAKO K o0IanaTensaM Takx npoduiel Hal0 OTHOCHTHCS
C 0COOBIM BHUMAaHHEM.

Omnucanre Tosapa.
PeanbHplil nponaBel 3aMHTEPECOBAH B TOM, YTOOLI JaTh KaK MOXHO OGolree

MoApobHyI0 HHGOPMal|Io 0 TOBape — 5To IPUBICYET BHUMAHHE U IIOMOIKET
u30ekKaTh MOTOIHUTELHBIX BOIPOCOB CO CTOPOHBI ITOTEHIUATHEHEIX [TOKYHIATEIeH.
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Ecnu onucanmne ToBapa caumkoM obiee, B HEM HeT GoTorpaduil WK OHYU B3SATHl U3
WHTEPHETA, 3TO JOJDKHO HACTOPOKHUTE.

CroumocTh TOBapa.

Kak IIpaBHJIO, BBICTABIIASA TOBAP HA IPOAAXY, JIOAH OLEHHUBAIOT €ro Ha
OCHOBAHUM aHAIOTHYIHBIX OO0BIBIIEHHUH. KOH@‘IHO, OBIBAIOT ClIy4daud, Korga peaHLHHﬁ
TOBApP IIPOHAaCTCA OYECHB némeBo. Tem He MECHEE, €CJIM BBl BHIHUTE OGBHBJ'IGHI/IC, rae

CTOMMOCTh TOBapa 3HAYUTEIIBHO HHMXKE, 4Ye€M Yy aHaJloroB, 6y)IBTe 0COOEHHO
BHHUMATCJIBHBI.

Yro nenars?

Ecinu Bac 3amHTepecoBan ToBap — W3yddTe NMPOMGHIL IPOJaBla, HOYHTAiTe
OT3bIBBI. CBSDKUTECH C HUM, IIONPOCHTE IpHCIaTh (GoTorpaduu ToBapa ¢ PasHbIX
pPaKypcoB, 3a/laiiTe BCe MHTEPECYyIOIIHe Bac BOIPOCHL. Eciy mpomaBel] 0TKa3bIBaETCS

TIPHUCHLIATh (I)OTO, HC OTBCYACT Ha BalllM BOIIPOCEHI, JIYUIIE IIOUCKATh TOBApP B APYIrOM
MECTE.

HacrofituuBocTs npoaasia

BEI cBA3anMCh ¢ IPOJABIIOM, & OH FOBOPHT, UTO JKEIAKOIIUX IPHOOPECTH TOBAp
O4Y€Hb MHOTO, TOPOIIUT ¢ ITOKYIKOM. Takyke OH HacTawBaeT Ha TOM, YTOOBI BEI BHECIIH
IIPEIOIIaTy He dYepe3 CepBHUC OOBABIEHHMI, a IepeBOJOM Ha ero kKapry. bByabre

OCTOPOIKHBI, TAKOM IIPUEM YacTO UCIOIB3YIOT MOIIEHHUKH. VX 11e1b — He 1aTh BaM
BCE XOPOIIEHLKO 00ayMAaTh.

Yro pnenats?

He Ttopomurech ¢ mokymkoil. Buocure omiaTy TOIBKO yepe3 CepBHC
00BABIICHUIA.

[peonnara 10 oTIpaBKu ToBapa

Ecin mpozasen mox moGbIM NpeioroM NpOCHT BHECTH MPEOILIATY O
OTIPABKH 3aKa3a, OIUIATHTh YCIYyIrd Kypbepa HIIM CIIy)KOBI IOCTABKM IEPeROJOM Ha
KapTy, a He uepe3 cepBHUC OOBABIEHUMH, TO CKOpee Beero 51o MomeHHuk., O Gymer
BBIYMBIBATh PA3IIHYHbIC IIPEJIOIH, YTOOB! BBIMAHUTE Y BaC JIEHBIH.

Yro nenarn?

Hukorna He BHOCHTE Mpezomary, eciid 3TO He IIPEYCMOTPEHO CEPBUCOM
OOBSIBICHHNA — TONBKO OH MOJKET rapaHTHpOBaTh 0e30macHOCTh chaenkd. He
IePeBOAUTE ACHBIH Ha KapTy MpPoOjaBla — TaKMM 06pa3oM Bbl IPOCTO JApHTe HX ed

Blaiensy. Eciu OH oKakercss MOIIEHHHKOM, TO BEpHYTH Bally CpelcTBa HE
yZacresl.

Ileperoc B3aumozeiicTBIs B MeccenKep



Ha caiitax oObsiBreHmii cymecTBYIOT 4YarThl i OOIIEHWS [PONABLOB M
mokynareneid. Kak mpaBuimo, B HHX BCTPOEHBI HHCTPYMEHTHI DACIIO3HABAHUS
MOIIEHHMYEeCKHX (pas. OHM OIOKHMPYIOT CCBUIKM Ha CTOpPOHHHME pecypehl,
NPEAYNPEXNAIOT O pPHUCKe, eclu CcobeceHHKH IyOIUKYIoT Homep TenedoHa.
[TockompKy w4aThl 3aTPYMHSIOT NESTEIBHOCTH MOIIEHHHKOB — OHH CTAPAIOTCs
[IEPEBECTH TUAJIOT B CTOPOHHMH MECCEHKED, T/l HET HUKAKMX OrPaHUYeHMUI.

Yro menats?

Ckpotite cBoii HOMep TenedoHa B HacTpoiiKax npodunsg. Tam ke BKioduTe
(QYHKIIMIO 3ampera 3BOHKOB, 4YTOOB MOINEHHHMKM HE 3aCTAld BAC BpACILIOX.
OO6maiitecs TONBKO B 4aTe Ha caiiTe oOBsBIeHMA. Hu MO Kakum peJIOroM He
MIEPEXOIUTE B OOBIYHBIN MeCcCeH IKep.

[TpuChLTAIOT CCBIIKY MUISt OILIATHI MM IIPOCMOTPA UH(BOPMALIHH

Ecrt Bl BcE-Taku Hauamu o6IATBCS € TPOJABIOM B  CTOPOHHEM
MECCCHIDKEPE, BaM MOTYT IPHCIATh CChUIKY AKOOBI JUIsi mpocMoTpa Oojee
110jpo0HOM HH(bOPMALMK O TOBAPE MU TSI OILIATHL.

MomIeHHUKY B3/71aMBIBAIOT CTPAHMIBI B COICETAX M OOMAHOM BBIMAHHBAIOT
IEHBI'H Y TPaKiaH

IIpakTiyecku KaX<mblii COBpeMEHHBIH MONb30BaTeNs VIHTGpHETA WMEET
TAYHYIO CTPaHHYKY B OJHOM, a TO M HECKOJIBKHUX COIMAILHBEIX CeTSX, IIe MOXKHO
IIEPEIUCEIBATECA € JPY3BAMHU, ACIUTHCA (oTorpaduaMu ¥ WHOM HHpOpMAanUeid.
OnHaKo OT rpa/aH, MONb30BATENeH TOM MM MHOH CONMATBHOMN CETH, BCe 4ale
CTaTH MOCTYNATh 3asABICHUS B IOTHIMIO O MOIIEHHUYECKUX JEACTBUSX HEU3BECTHBIX
UL, KOTOPbIE IIOCPEJICTBOM COIHAIBHBIX CETEH OT MMEHH MX 3HAKOMBIX 0OMAHHBIM
IIyTeM 3aBIaJCBAKOT JCHEKHBIMH CPEICTBAMH.

Kak mpaBuiio, MOIICHHHKH NOCKOHATBHO H3YYarOT B3IOMAHHYIO CTpaHUILy

I10JIb30BaTelsL U IMAUTYT OT €r0 MMCHH CaMbIM ONMU3KIM JXOOSM, NOBEPHE KOTOPBIX
BBLICOKO.

Yr1oGer obesomacurs cebst oT B3IOMa akkayHta, YBK MBJI Poccuu
PEKOMCHIYET NPUACPIKMBATHCS CIICAYIOINX IIPABIIL:

- CO3JaBaliTe CIIOXKHbIE TAPONM, MCIONB3Ys LH(GPBL, CHMBOJNBL a TAKKE
IIPOIMCHBIE U 3aTJIaBHbIE OYKBEL;

- HHKOI'la HE MEPEXONUTEe 10 MOMO3PUTEIBHBIM CCBIIKAM, 0COOEHHO ECITH UX
IIPUCTTATK HE3HAKOMBIE JIIO/IH;

- [IPH BXOJIe HA CBOIO CTPaHHUIly, TI€ HEOOXOIUMO BBECTH IaHHEBIE, BCErna
CMOTPHUTE Ha ajIpec caliTa B IIOMCKOBOM CTpoKe Opaysepa, OH MOKET OTIHUATHCS OT
OPHI'MHAIIEHOTO 3HAKOM HJIM OJHOW OYKBOM M OKa3aThesl (hajlbINHBEIM.
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MomeHHuKE ~ cTanu  pacceuiath  push-yBeJOMIEHMS O HeoGXOIUMOCTH
BEepUUUMPOBATL HOMEP Tele(oHa, MOATBEPAUB MACTIOPTHbIE gaHHbe. CChbLTKA B
CoOOIeHNY BeneT Ha (EHKOBBI CaliT MOOGMIBHBIX ONEPAaTOpOB, HA KOTOpPOM
MpeUTaraeTcs 3aloIHUTh aHKeTy: HoMep Tenedona, PO u naty poskneHus.

Ilocie 3arnosnHenus caliT mepeBouT Ha GeHKOBYIO CTPaHMIly BXOJA Ha ropTan
«locycmyru», Te HONB30BAaTENb [ONKEH BBECTHM JIOTMH M [ApOlb K JTUYHOMY
xabunery. Tak MOIIEHHMKM IOJIY4YalOT M JAHHBIE AOCTYIA K «l'ocyciyram», u
NONITBEPXKACHHYIO HH(popMalHio 06 aboHeHTe.

3a4eM MOIUCHHMKH XOTT 3aliTi B [ocyciyru? UTo OHE Tam cMOTyT caenars?

OnHa U3 pacnpoCTPaHEHHBIX CXEM MONIEHHHKOB HAIPaBIEHA HA TO, YTOGHI
MOJYy49UTh JOCTYIl K JIMYHOMY KaOumHery kepTBel Ha [ocycayrax. Yro
3IOYMBIIIJICHHUKH MOTYT CZIeNIaTh, €CJIM IOIy9aT JOTHH M Iapos ot [ocycmyr?

3anpoCcHTh KPEIUTHYIO NCTOPHIO

Camoe MeHbIGe, YTO MOTYT CHeNaTh 3JIOYMBIIUICHHHKH — IOJNYIUTH
KOHOHUICHIMAIBHYIO MHQOPMAIMIO O YelloBeKe. B Hee BXOIUT KpeIUTHAS UCTOPHS,
pasmep cdera B GaHKe, pasmep Joira (€CIM OH €CTh), a TAaKXKe Apyras (DUHAHCOBAS
MHQOpMalus. B nanpHelleM MOIIEHHMKM MOTYT HCIIONB30BATh 5TH JIAHHBIC B
APYTHX CX€Max, HallpuMep, IPH MOMNBITKE COOOIIUTE O KpaXke JeHEr KepTBhI 0T JIHIA
COTpyIHHKa OaHKa, rosmiun uim MBI,

[MomyunTs nocTym K 2:1eKTpOHHOM MoIHCH

Bee wame pasnmudmble omepanmum ¢ ZOKyMEHTaMH MOXHO I[POBOIHTH 063
JIMYHOTO  TIPUCYTCTBMSA. JlIsi 3TOro JIOCTATOYHO WMETh HYyXKHBIE OyMmMard o
OIEKTPOHHYIO MoAnUCh. [lonyyuB mocTynm K Hell, MOIIEHHWKHM CMOTYT IOJIeNATh

AOKYMEHTBI U BBIIOTHUTE LEIbIA P NE€HCTBHH, KOTOpble 0OEPHYTCS I JKEPTBBI
CEPBE3HBIMU TIPOOIIEMAMHU.

Ecmm S3JIEKTPOHHAsA IIOAIHCE MONAET B PYKH MOIIIEHHUKOB, OHH CMOTYT.

1. IlepeoopMuUTh M [IPOJATH HEIBHKUMOCTD JKEPTBEL. OdopmuTs Ha ee uMms
KPEJIUT.

2. Cpate TOMIENBHYIO OTYETHOCTH B HAJOTOBYIO, YTOBHI HOJIYIHUTh
BO3MEIIEHUE.

3. 3aperucTpupoBaTLE COMHUTENBHOE IOPHAMIECKOE JIUIIO Ha MM YKEPTBEL.

Ha sToMm cmucox BosmoskHOCTEH SJIEKTPOHHOW TIOAIIMCU HE 3aKaHYMBAECTCS,

ONHAKO STUMH ONepalMsiMH MOIIEHHUKH 3aXOTAT BOCIIONB30BATHCA C OObIIeit
BEPOATHOCTEIO.,

Homyuwnts moctymn K Tnunoi HHGOPMAIUK 0 YeToBeKe
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Iopran Tocycmyrnm Takke BBICTYHaeT cBOeOGPa3HBIM XPaHWIHIIEeM IS
PAasIMIHBIX NIOKYMCHTOB MONb30BaTelICl, K KOTOPHIM HE JOIKHBI HMETh JIOCTYII
nocroponnue. Tak, nHa [ocycmyrax xpanstes mommele nammble OUO, HOMED
TenedoHa, MacropTHEIE JaHHEIE, anpec peructpauuu, CHUIIC, MHH, nanusie
BO/IUTE/IECKOIO YIOCTOBEPEHHS H JPYTHE JOKYMEHTHI. 3JOYMBIIUICHHUKH CMOTYT
HCIIONB30BATh 3TO B JIFOOBIX LENSX, TaK KaK MHOTMX W3 OTHUX JOKYMCHTOB YiKe
AOCTATOYHO AJIS TIOATBEPIKACHUS THYHOCTH M COBEPIIEHNUS (DHHAHCOBEIX OMEpaIHil.

C 5TUMH TaHHBIME 370YMBIILIEHHEKYA CMOTYT:

1. 3apeructpmpoBarh  3IEKTPOHHBIE  KOIIETBLKH  JUIS [IPOBEICHHUSI
MOIIIEHHHUYECKHX Ollepalii.

2. OhOpMUTE KPEIUT MM MUKPO3aiiM.

3. OhopmMUTh OHIANH-3asABIEHUE O TEPEBOJE CPEICTB YeNOBEKA B OGO
HEroCynapCTBEeHHBIH IIEHCHOHHBIN (OH/, YTOOLI MOJYYHTH BO3MEIIICHHE.

4. ManunynupoBats JMuHON wmHpOpManueif o YenoBeKe B JApYTUx
MOIIIEHHHYECKIX CXeMax.

OdopmuTts eSIM ¢ nomosio [Nocycnyr

Eme oaun cxopee HeNpHSTHEIA, YeM ONMACHBIH BAPHAHT — MOIICHHUKH
oQopMIT Ha WMs IomB30Barens eSIM Jepe3 mopran locycmyr. Dta ycayra
MOJ/ICPIKUBAIOTCS HECKOIBKUMHE OIEPAaTOpaMy CBSI3U U IIPOBECTHU OIIEPALMIO MOKHO
JMCTAaHIIMOHHO 0e3 JIMYHOIO IIOCEIIeHMs cajioHa cBa3d. WM XoTs cam dbakT
ohopmienns MomeHHukamu eSIM  MOXeT He BBI3BIBATH O0COOBIX OITaCeHUH,
M3BECTHBI ~ CITy4ad, KOIZa 3IOYMBIIUICHHUKH I10ocae odopmierus SIM-kaprsi
IPUBS3BIBAIIM HOBBIH HOMEDP K OAaHKOBCKOMY TIPO(MMIIIO XKEPTBHI B TOM YHCIIE W3-33
XalaTHOCTH OaHKOBCKMX paboTHMKOB. Takke mpoGIeMOil MOJKET CTaTh MAaccoBOE
odbopmiienne eSIM-kapT Ha HMS KEPTBHIL, KOTOpble B JanbHeimemM OymayT
UCTIOJIb30BaTECSl HEU3BECTHLIMM JUISl IPYTHX MOIIEHHUYECKHX CXEM.

MHorne monb3oBaTeNM CTONKHYINCH ¢ HOBOH CXEMOM «yroHa» YYETHBIX
3anucei (aKkayHTOB) B MecceH/Kepax Telegram u WhatsApp.

KTo-T0 M3 KOHTaKT-1MCTa NPOCHT NPUHATH YYacTHEe B HEKOEM OHJIaiiH-
FOJIOCOBAHUM ¥ TNPHCBLIACT CCBUIKY Ha calT. JIns ydera ronocos tpebyercs BBeCTH

CBOH HOMeD Tene)oHa U Ko/ Bepu(DUKAIHH.

YUTOOBI HE JMINUTECS CBOEH yYeTHOH 3aIMCH HE IONEHHTECS, IIEPE3BOHUTE
TOMY aDOHEHTY, OT KOTOPOI'0o IPUIILIO COOBIIEHNE i YTOIHHUTE, OH T €ro OTIIPaBUIL.

To xe camoe HYXHO CJelIaTb KOorja KTO-TO I10]] 6JIE11"OBI/I,IIHBIM IpeajioroM
IIPOCHT IIEPEBECTH €MY JCHBI'H.

He naiite oOmanyTs ce6s 1 Bammx 6ru3kmx!
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Kak npornsoctosth Bo3AeiicTBHIO Te1ehOHHBIX MOIIIEHHHKOB?

Temeps, xorma BEI 3HaeTe, Kakue TIPHEMBI BO3IEHCTBUS HCIIONB3YIOT
MOIICHHHUKH, BaM OyIeT HpOIle UM IIPOTHBOCTOSTb.

3aloOMHHUTE camoe TJIaBHOE:

* llpexiie 4dem BemoONHATS MOOBE yKa3aHUs, IOTyYeHHBIE [0 TenedoHy,
BO3BMHTE IIay3y, CHelalTe TPU ITyOOKHX BIOXA-BHIIOXA, O3BOHUTE OIU3KAM
JIFOJUIM 1 OOCYINTE ¢ HUMM CIIOKUBILYIOCS CHUTYALHIO.

* Eciti BaM 3BOHSAT OT MMEHM BAlIEro pOIACTBEHHUKA MM 3HAKOMOTO H IIPOCST
[IEPEBECTH NEHBI'M CBSUKUTECH C HHUM JIMYHO. JlaKe €CllM OH He IOIAXOMUT K
TeNle()OHy — 9TO emé He IOBOZ HEME/UIEHHO MepeBOANTS JeHbrd. 1010 uTe, ToKa
OH IIEPE3BOHMT, HITH PA3bIIIHATE ero Yepe3 00IMX 3HAKOMBIX.

* JlaHHBle O BammX GaHKOBCKUX CYeTaX, HOMEDP KapThl, [WH-KOI MK
CVV/CVC/CVP- xon, xox u3 CMC u moGble Ipyrue CBeIeHus s COBEPIIECHHS
6aHKOBCKOTO TIePeBO/A HEMB3s COOOIIATh HHKOMY.

* Bl HuKorma He Mo)keTe ObITH yBepeHBI B TOM, 9TO IO3BOHMBIIMI BaM
HCIOBEK — UMEHHO TOT, KeM IIpe/icTaBisieTcs. Eciu BaM HOCTYINI MOA03pHTe LHbIH
3BOHOK, MOJIOXKHTE TPyOKY M NMEPE3BOHMTE CAMU B OPTaHU3ALMIO, OT MMEHH KOTOPOil
K BaM 0OpaTHITHCE.

* Hu OGanku, HM MOMMIMMA, HYM Jpyrue OpraHM3allid He PEeIaloT BOIPOCH! 10
TenedoHy, 0coGeHHO B CPouHOM mopsnke. Jlake eCTM BaM yIPOKAIOT yroJOBHOI
OTBETCTBEHHOCTBIO 33 OTKA3 COTPYAHMYATh — 3HaiiTe, 9TO Tele(OHHBIE YIPO3LI He
VMCIOT IOPHAMYECKO# cuibl. Eciy BaM IOCTYIHI [OJO3PUTENBHBIA 3BOHOK,
TONIOXKKUTE TPYOKY ¥ NEPe3BOHMTE CaMi B OPTaHM3alMIO, OT UMEHH KOTOPOH K Bam
00OpaTHIIUCH.

Kakue dpassl 1pou3HOCST TONBKO MOIIEHHUKU?

K cyactbio, MomeHHHKE paGoTalOT 110 CKPHNTAM, B KOTOPBIX YETKO

TNPOITMCAHO, KaKue (pa3bl OHM JOJIKHBI IPOU3HOCHTE. 110 THM (paszam Bbl MoxKeTe
UX OTIPeJIEeIIUTD.

Bot ocHoBHEIE:!

1. JlaBaiiTe yTOYHMM BalIM JaHHBIC: HA30BUTE HOMEP CBOETO MACIIOPTA, HOMEp
GaHKOBCKOMW KapThl.

2. CKonpKo y Bac CYETOB B HaleM OaHke?

3. YTouHuTe GasaHc KaXI0ro BAIIero CuéTa.

4. B xakux emgé 6aHKax y Bac ecTh cuera?

5. Ham Hazo cocraBuTh 3asBKy 10 (haKTy MOINEHHHYECKUX jeiicTuil. Kakyio
3asBKy Oy/ZIeM COCTaBJISATh: OOBIYHYIO WM SKCTPEHHYIO?

Hammomunaem:
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1. Hacrosimuii coTpyasuk Oanka BUAMT B MH(QOPMALMOHHOW CHCTEME BCE
JIaHHBIE KITHMEHTA, HHYOPMAIHIO O €r0 CYETaX M KOJIMYECTBE JEHEr, KOTOPhIE HA HUX
HaXOJATCH.

2. banku paboTalOT aBTOHOMHO, COTPYAHUK OJHOIO OAaHKA HUKAK HE MOYKET
IIOBIUATE HA TO, UTO IIPOUCXOANT B APYrom OaHke.

3. Ecam 6avk 3amofospui, dTO ¢ BallEM  CYETOM  COBEPINAIOTCS
MOIIICHHHYECKHUE JEHCTBHUA, OH 3a0JIOKMPYET CuéT 6e3 BCAKOM 3asaBKH.

Pa3bépem camble TOIYyMSIpHEBIE CleHAPMM MONIEHHMKOB ¥ IOMpo0yeM Ha
[pUMEpax MOHATh, KAKHE MAHUITYyIATUBHBIE TEXHUKHA OHH MCITOIB3YIOT.

PoxcrBennuk B 6ene

BaM 3BOHAT ¢ HEW3BECTHOrO HOMepa. 3BOHUBIIMH ITPEJCTABISIETCS BAIIMM
CBIHOM, JIOYEPBIO, APYrHM ONU3KEM YeoBekoM. OH cooOIIaer, 4ro ero 3ajeprana
nonuiusa. Yame Bcero peus uaér o JATII wnm Ipake. 3aTeM K pasroBopy
NOAKITIOYACTCS KOOI OJHIEHCKUH, KOTOPBIA FOBOPHUT, YTO TOTOB IOMOYb, HO UL
3TOro Hajo IepelaTh eMy ONpelenéHHYI0 CyMMY meHer. Eciii BBl OoTKa)keTech 3TO
CAleaTh, BALEro POJACTBCHHHUKA MK 3HaKOMOro xIET TropeMa (CTpax morepw wuim
npecnenosanus). Ilepenars MeHBTH HAJ0 HEMENJIEHHO, IIOTOMY 4TO IIOTOM Oyner
no3auo (He naTh BpeMenu momymars).

Enne oqun BapuaHT ceHapus «poICTBEHHUK B Oeey

Ber nony4aere CMC mnu coo6lieHue B MecCeHKepe ¢ mpochBoii [IepeBeCTH
ACHBIW 11O HOMepy Teneona. To, 4To HOMEp BaM HE 3HAKOM, 3I0YMBIIITCHHUKA
OOBSICHSIOT TEM, YTO Balll CHIH WA 10Yb TIONATH B Gely, IOTepsuId CBOM TenedoH u
TCTIEPh OYEHB XKIYT Ballleil TOMOIIY (CTpax MOTEPH).

3BOHOK M3 ciy)6br GezonacHoctd, nomurmu, OCBH, IlenrpansHoro 6anxa,
rOCYyIapCTBEHHBIX CTPYKTYP

Bam 3BOHAT ¢ HeW3BeCcTHOro HOMepa, OOPAIIAIOTCS 110 MMEHH U OTYECTBY
(IOBEpHUTENBHBICH  OTHOMIEHWS),  HPEeACTABISIOTCS COTPYIHUKOM  CIIyKOEBI
OesonacHocTH 6aHKa, TVIABHBIM CIIEI[HATHUCTOM LenrpansHoro OGaHka (3BOHOK OT
3HAYUMOTO JIMI@A) U TOBOPAT, YTO C BalleH KapThl IIBITAIHUCH CHATH JCHBIH (cTpax
norepu). YToOBI 3TOro0 He NPOU3Z0LITO, HANO HEMeLIEHHO HO/ATBEPAUTE JAHHEIE
CBOEH 0aHKOBCKOW KapThl U coobmuTh Kox 3 CMC (He 1aTh BPEMCHU MO/yMATh).
Ecnu BBI He clienaeTe 910 npsiMo ceifuac, AeHbIHU CITUILYTCS (3aIlyrMBaHue).

Emg omum cuemapuii — MOIGHHUKH IIpe/CTaBISIOTCS COTPYAHUKAMHU
noyiy 1 PCB (3BOHOK OT 3HAYMMOTO JIHIa)

MormeHHIKH roBopsAT, 4TO Ha Baile HMs OhOpMIEH KPEJIUT, Balld JIEHBLIU
TIBITAIOTCS  YKpacTh JMOO BBl JIODKHBI IPHHSTH yYacTHE B PAcCIeN0BaHUK
IPECTYTIIEH s (CTpax MOTepH WM IpecieioBanus). YTOBbI ClIaCTH CBOM JEHBIH MK
[TIOMOYb B pacclie/IoBaHUH, HAO0 HEMEJIEHHO ITepeBEeCTH MX Ha Ge30MacHbIi CuérT,

KOTOPbIH OHM BaM Ha30ByT. [lockoabKy omeparmst CEKpeTHasl, 0 Hel HUKOMY Hellb3s
pacckasbIBaTh (3allyruBaHue).
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Bama xapra 3a6i1oxuposana

Bam npuxonnt CMC unu coobliieHue B MeCCEHKEpe, UTO Balla GaHKOBCKAS
Kapra 3a0nokupoBana (cTpax mortepu). Jlist momydeHHs MoapoGHOI UH(bOpMaIHH
[PENTaracTcs NEPE3BOHUTE Ha OlpeliesIéHHEIH HoMep. Ecnu BBl nepessonmmm, Bam
cOOOWalOT, 4T0 B GaHKE MPOM3OIIEN TEXHHYECKHi c6OM M JUIsS TOro 9YTOBEI KapTa
3apaboTana, Bel JOJKHBL COOOIIMTE €& HoMep, muH-Kox uin CVV/CVC/CVP xox, a
sareM u kox B CMC, xoropslit mpunér Ha Bam Homep. Eciu BbI 970 crenaere,
MOIIIEHHUKH 0€3 Tpy/a CIMIIYT BCE BAIIK JEHBIH.

C pacuetHoro cuyéra Baiel KOMIAHUH TBITAIOTCS CHATE J€HBIH

MormeHHIKI aTakyloT HE TONBKO IPaXHaH, HO M OpraHM3aiud. | IaBHOMY
Oyxranrepy GUPMBI 3BOHST U3 MOMUIUM (3BOHOK OT 3HAYHMOTO JHIA) ¥ COOOIIAaroT,
4TO €ro IacHOpTHbIC AaHHbIE MOXMTHIM W IBITAIOTCS YKPAcTh IEHBIM CO CY&Ta
OpraHu3aluy (CTpax [OTepPU UK IpecieoBannus). [109ToMy Halo CPOUHO HepeBecTH
JICHBIY Ha Oe30macHbli cuér. UToOB! BCE c/ienaTh MpaBUIBHO, HAZO YCTAHOBUTH HA
CBOH TeJIe(DOH CIIeIMAIBHOE TTPUIIOKEHHE.

AKIINH B TEJIEI PAM-KAHAJIAX

IlonynsgpHa MoIIeHHWuYECKas cxema ¢ aKIMUsIMHA OT OaHKOB H IPYrux
M3BECTHBIX KOMITAHUIA,

Haripumep, MoxkHO ciry4aiiHo oOHapyKuTh y ceGsi B IOIMUCKAX HOBBIIL

TeJeTpamM-KaHall, B KOTOPOM HCIHOIB3YeTCs JIOTOTHII U HM300paKeHHe, MOX0XKee Ha
y3HaBaeMbli OpeHIMHT OaHKa.

[Tonp3oBarensaM mpeaaraloT Mnoy4acTBOBATH B AKITHH, KOTOpast II03BOJIAT
nomydats oT 50 jgo 70% xemboka 3a mokymku. Cchblika, KOTOPYIO OCTaBIISIOT

MOIICHHUKH, BEJIET Ha (QPUIIMHIOBbIE CAUTHI. 3aTeM y KIMEHTOB GaHKa 3arpalinBaroT
napoJid uinu ko el w3 CMC.

He PCKOMEHIAYEM IIEPEXOJUTL MO0 COMHHUTENBHBIM CCBHIIKAM WU HACIIUTBCA
JAaHHBIMH KapThl.

OOpamraemM BHHMaHHMe, YTO BCIO MHQOpMaIMIO 00 aKuusXx u JPyrux
MPCATIOKCHUAX CIIS/lyeT HCKATh TONBKO B OQHLIHAILHEIX TPUIOKEHASX OaHKOB.

NMHUTALIAA T'OJIOCA

Onea U3 nomymspHBIX B mOCTenHee Bpemsi cxeM OOMaHa oGS3aHA CROWM
II0sABIICHHEM HeHpoceTsM.
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MoOmeHHUKH Hay4YMIHCh ITO/IEILIBATE IOJI0CA POIHBIX TIOTEHIMAIBHON
KepTBbl. Takum 00pazoM OHM BBLIHYXIAIOT CBOMX JKEPTB COBEPIIATH I[IEPEBOIBI
JIEHEXKHBIX CPEJICTB.

YToOBl BBIHYAMTH YeNOBEKA COOOINUTH HEOOXOJMMBIE CBEJCHUS WIIH
COBEPIIUTEL JCHEKHBIN IEPEBO/, 3TTOYMBIIUICHHHKA MOI'YT BBIXOMTh Ha KOHTAKT C

HHAM OT UME€HH 3HaKOMBIX, POOHBIX HJIM KOJUIer, HUMHUTHPYA HX T0JIoca ¢ TOMOUILHD
CIICNHAJIBHBIX IIPOTpaMM.

MoleHHUKY HCHIONB3YIOT B MOJOGHEIX CXeMaX Hape3Ku U3 pealbHBIX CTaphIX
TOJIOCOBEIX COOOIIeHuit xKepTBbl. CHaYana OHY TIOMY9aloT JJOCTYI K aKKayHTy, 3aTeM
HaUMHAIOT ITMCATh €ro KOHTAKTaM C Mpock0OH mepeBecTH jeHsru. Mcropuio o
HEOOXOAMMOCTH TIOMOINU MPECTYIHUKH TIOAKPEILITIOT TeM CAMBIM TOJOCOBEIM
COOOIIEHHEM AKOOBI OT JIMIA BIIaJIeTbIla AKKAYHTA.

[Ipu BO3ZHMKHOBEHHH COMHEHMI HEOGXOIUMO CBS3ATHCS JIMYHO CO 3HAKOMBIM,
OT IMEHH KOTOPOT'O 3BOHUIIM, M YTOYHHUTH Y HEr0 HH(POPMAIIHIO.

B ¢BSI31 ¢ yqacTMBIIMMUCS B IIOCTEHEE BpeMs 0OpalleHIsIMU rpaxaad B ®Ch
Poccuu 110 akTam MoleHHHYECTBA - XUINEHHS UX TUYHBIX HIIH KPEJUTHBIX CPEJICTB
HCHU3BECTHBIMU JIMIIAMHM C HCIIOJIb30BAHMEM IIOJMEHHBIX Tele(OHHBIX HOMEpPOB,
MJICHTHIHBIX HOMepaM Teledonos nosepuss ®CB Poccuu, npuemnoit ®CB Poccuy,
cnpasounoro tenedona MCH Poccun, a Takke HanpaBleHUEM IO SIEKTPOHHBIM
Meccenkepam (ororpadmuit «cmyxeGHBIX ynocToBepenuiy MDegepansuas ciyx0a
besomacuocTu Poccumiickoit Mepeparmm HHGOPMEpPYET:

- HE BEPLTE 3BOHKAM oT Tak Ha3biBaeMbIX COTPYIHHKOB M ClIeI0BATENCH
®CB Poccuur o Tom, uro BBl smiaserech [OZ03pEBAEMBIM  (OOBHHSIEMBIM).
YBeIoMmiieHre TIpaIaHWHA O IIPUBJICYEHHH B KauyecTBe II0JI03PEBAEMOI0

(obBuHsEMOTO) ocymecTBasercs MCKIIIOUUTEJILHO B IIMCHMEHHOM BUJIE
N BPYYAETCS JIMYHO;

- cotpyaaukn OCb Poccuu HUKOT/Ia He NPHUCHIIAIOT IPaXIaHAM KOIMH CBOMX
CITy’Ke€OHBIX yIOCTOBEPEHHUIA;

- HE BEPLTE HPE,[UIO}KEI}I/IHM O HEOOXOIMMOCTH IIOJIyYEHHs KPeluTa,
nepesoza nener Ha «bE3OITACHBIM CYET» wiu nepepaun ux KypBepy;

- OCBb Poccnun HE MCITOJIB3YET nmuunbie cOepeXeHUs] WM KpeIuTHBIE
CPe/ICTBA TPaXJaH JUIi OKa3aHUs [IOMOIIM OIepPaTHBHBIM MO/Ipa3NeleHHsIM B
IPEYNPEX/ICHUH U PACKPBITHH [IPECTYILICHHIL;
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- HOMepa Tene(oHOB 8(495)224-22-22, 8(800)224-22-24, 8(495)224-70-69,
8(495)624-31-58  mcmomssyrorcs  ICKJIOUWUTEJILHO — JUIA  IIPUEMA
MH®OPMAILIVU ot rpaxkian 1 opraHusarmit.

'O yeM HYKHO IOMHHTE, YTOGBI HE CTATH KEPTBOH MOTTEHHIKOB?

1. Ilpesxne dem nepedmcnaTh AEHBIH, BayKHO yOeauThes, 910 MH(OPMAIHS
JOCTOBEPHA.

2. Ecni 06bsiBIeHMe pasMeCTUT WM OTIIPABHI B COOBIIEHUH (B TOM UHCIIE
TOJIOCOBOM) KTO-TO U3 BAlMX 3HAKOMEIX, OOS3ATENBHO 03BOHHTECH IO HTOIO
€JI0BCKa U YTOUHHTE, ICHCTBUTENLHO JIH TpeOyeTcs TOMOII.

3. Ecmu Bl pemmium TMOXKEpTBOBATH JEHBIM Ha 01arOTBOPUTENBHOCTS,
BBIOMpaliTe (DOHIBI, KOTOpBIE JOCTOWMHEI noBepHs. MoXHO OPHEHTHPOBATHCH,
HallpUMep, Ha CIMCKH KPYNHEHIINX (OHAOB, KOTOPBIC ITyGIHMKYIOT PEHTHHIOBBIE
areHTCTBA. B HEX BKIIOYEHBI TONBKO HACTOSIIUE GJIArOTBOPUTEBHBIC OPraHU3allkHY,
KOTOPBIC HE TEPBBINA 'O/l ITOMOTAIOT JIIOISIM.

MoIeHHUKH MOTYT IO//1eN1aTh | cTpanuny ¢Goxna. BaxHo yOeaUThCs, YTO BB
BBOJIUTE JIaHHBIE OAHKOBCKOM KapThl Ha Oe30MmacHOM caiire.

-TIPOBEPBTE aJIpec caiiTa — HeT 1M B HeM OIITHGOK I OIIEUaATOK;

- B QJIPECHO¥ cTpoKe Gpaysepa JOMKHO CTOATH https W 3HAYOK 3aKpHITOTO
3aMKa @

- HEOPEXHBIH N3aiH WM 1T0I03PHTEIILHO;

- OTCYTCTBYIOIIME pa3feNbl MEHIO MOTYT yKasblBaTh Ha TO, YTO Iiepe]] BaMH
IIOAJIeILHEIN CaMT.

4. 3aBenure OTAEJBHYIO JIeOETOBYIO KapTy CIEIHalbHO s IIEPEeBOJIOB M
OTIIATHI IIOKYTNIOK B HHTepHeTe. He meps>kure Ha Hell MHOro memer — JIydllle KaKIbIH
pa3 NONONIHAHTE ee POBHO Ha Ty CYMMY, KOTOpYI0 coOupaeTechk notpatuts. Tornma,
AQKE €CTM MOIICHHUKHM IIOJy4aT JOCTYIl K BallleMy CYETY, Bhl He JIMIIHUTECH BCEX
CBOHX cOepexeHuiA.

Kak me nmonacrtecs Ha YIIOBKH a(beDHCTOB

Pocculickue ITOJI30BATEIH B IIOCIEIHUE I'OABI JOCTATOYHO YacTo IMOoITaJar0TCA
Ha YJIIOBKH KHGepHpeCTyHHI/IKOB H Teﬂe(i)OHHI)IX MOIIICHHUKOB, HCIOJB3YIOIIUX HE
TOJBKO METOJAHKH COIHAIbLHOM HHXXEHEPHH, HO H HpHéMBI T'aI1HO3a, YTOOBI
3aIIOJIYYHTh JICHBI'H ¢ NOTSHIIMATIBLHON JKEPTBEI.

AcepHcTBI MOTYyT HCIONB30BATh BCEBO3MOKHEIE BBIIYMaHHbIE JICTeHIbI IS
HpElIoTa TIepeBOsia AEHEKHBIX CPEJCTB, IPEACTABIIAANCE [IPH 3TOM COTPYIHHKAMH
HEKHMX CePBE3HBIX TOCCTPYKTYD.
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Hanomunaem, coTpyiHIKH NOTHUMH HUKOTIA He OyayT:

- 3BOHHUTE I'paxKaaHaM H 3ad4BJIATh, 9YTO TEeM H€D6XOJII/IMO IIPHUHATE y4acTHe B
HEKOM OIICpalnH I10 3aJePIKAaHUIO MOIIIEHHHUKOB HIIH WHBIX TIPECTYITHHUKOB;

= TpCGOBaTI) HJIM TIPOCUTH I'PaXJdaH BEIIIOJIHHUTH IEPCBOL NEHEXKHBIX CPEACTB

Ha KaKHe-THOO pesepBHBIE cueTa, 0QOPMUTE KPEIUT M COBEPLIHTE HHbIE OAHKOBCKIE
OIlepaIiH.

Kpome Toro, Ienrpansueiit bank Poccuu He 3anmmaercs COTPYHHUYECTBOM C
(QU3MYIECKUMU JTHI[AMH, He OTKPBHIBAET MM KaKHe-THOO pacyérHele U OGaHKOBCKHE
CHeTa, HC MMEET HUKAKUX «CIIELUAIBHBIX» UITH «0e30IIaCHBIXY» CUETOB.

Ecmu k10-10 110 Tenedony miu B cetr HTEpHET IPOCHT BHIIOTHUTS [IepPeBOJI
JCHEXKHBIX CPE/ICTB HAa MNOAOOHBIE cyeTa, TO HEOOXOJUMO CPOYHO IPeKpallaTh
OOIIEHHE C TAKMM JeI0BEKOM, IIOCKOIBKY €O 100% BepOSITHOCTHIO 3TO MOIICHHIK.

NI3mOyMBINIICHHNKY aKTUBHO pacCBUIAIOT  TI0 DIIEKTPOHHOH TmOYTE, B
COIIHAJIBHBIX CETAX M MECCEH/DKEepax COOOUICHHS POCCHMHCKUM II0JIb30BATENAM C
NPEIJIOKEHAEM O  IIONyYeHMH IIOCTPAJaBLIIMM OT IPOBEACHHS  BOECHHOMN
CIICLIOTIEPALIHE BCCBO3MOXHBIX KOMIIEHCALIMI OT T'OCY1apCTRa.

IIpy 5TOM 3MOYMBINUIEHHUKH B PaMKaX pealH3al[iil TAKHX MOIICHHHYECKHX
CXEM  MOIYT IPCICTABIATBCA COTPYAHHMKAMH Da3IMYHBIX OJaroTBOPUTENTLEHBIX
(OHJIOB, IPABOOXPAHUTENLHEIX OPIaHOB U FOCYAapCTBEHHBIX CTPYKTYP.

B cBoux coobmeHusx adepucTsl TPOCAT 3aMHTEPECOBAHHBIX Ipakian
CBA3ATBCA C HMMM 4Yepe3 JIMYHBIE COOOIIEHHS B COLMATBHOM CETH MHIM B
MECCEHDKepe, YTOOBI MOXKHO GBIITO 3aII0NHUTH AHKETHI «OT IIEPBOTO JIMLIAY.

Hacrtositennsno  He PCKOMEH/lyeM BepUTh B I0JOOHBIE COOOIIEHNUS,
HAIIPABICHHbIC MCKIIOYUTENBHO Ha BbIBE/IBIBAHNE KOHQUICHINAILHON HHbOpMAIIH
1100 CKIOHEHHE K [IEPEBOY MO Pa3IMIHEIMU IIPEUIOraMH JIEHEIKHBIX CPEJICTB.

O6paraem BHEMaHuE, 4TO0 HHGOPMAIHL 060 BCEX BO3MOYKHBIX KOMIIGHCAIHSX
Ipe/ICTAaBICHA B OTKPBITOM JOCTYIlé Ha OQUIMAIBHBIX pecypcax M CTPaHHIAX
COLMAIBHBIX CeTeH IMPOQUIBHBIX IOCYAapCTBEHHBIX YUPEXKIEHUH, B TOM YHCIE U
PETHOHANILHBIX BEJOMCTB.

Kak 32uTHTLCH OT pPasJIHYHBIX KHOepNnpecTYNHLIX U (OUINHHTIOBBIX
CalToOB.
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Yro ceromHs kpaiine akTyaibHO B YCIOBHUSIX IIHPOKOIO PacHpOCTpaHEHHS
PasiMIHBIX MOMICHHHYECKHX CXEM, HAIPaBIEHHBIX HA IPHHYKIEHHE POCCHIHCKHMX
TP&XK/IaH K CKaYMBaHUIO COMHUTENIEHOTO [IPOIPAMMHOT0 0GECIIeIeH S 1 BHPYCOB.

Jst obecriedeHHs BBICOKOTO YPOBHS 3alllUTHI OT (PMIIMHTOBEIX pecypcoB
HeOOXOIUMO, IPEXKE BCero, 0OpPaTUTs BHUMAHHE Ha aJlpec caiTa U ero coJepKaHue.

K OCHOBHBIM TpH3HAaKaM, C TOMOIIBIO KOTOPBIX MOXXHO TOYHO YCTAHOBHTH
}axT HaXOXIAEHHUA HA OTKPOBEHHO MOIIEHHUYECKOM pecypce, OTHOCHTC:

- HCIPABUILHO HANMCaHHBIE (JONOJIHHTENBHBIC CHMBOJBL, HUGPH M T.IL),
nozno3puTe/IbHbIe Mk HenousTHele URL-anpeca;

- oTcyTeTBre SSL-ceprudukata y pecypea; HaIMYHE OMHGOK B IPAMMATHKE,
opborpadum, nusaiine Ipu 0QOPMICHIN 1 HATIOTHSHH caiira;

- CChLIKM Ha CKaYMBaHWE KaKOro-bo Qaiina, HHTepecyIoIero monbp30BaTes,
CO CTOPOHHETO pecypca.

HacrositensHo He pexomenmyeTcs IepexoauTh o KOPOTKMM CCBIIKaM ¢
TOMYJIAPHBIX CEPBACOB, TaKUX Kak bit.ly wimm goo.gl, maxe B Tom ciyuae, eciu oHu

IpUXoasaT OT ONUBKHAX U 3HAKOMBIX, MMOCKOJIBKY AKKAayHTBI ITIOCICTHHUX MOTYT OBITH
CKOMIIPOMETHPOBAHEI.

Ecin BpemoHocHOe mporpaMmHOe obecliedeHHe CKad4aHO Ha TesepoH MiIu
KOMIIBIOTEP, HUYEIr0 CTPAITHOIO B 3TOM HET.

OcHoBHas mpobGnema OyIerT 3aKkmoYaThCs B TOM, eCIH ITOT daiin Oyuer
OTKPBIT Ha YCTpOHCTBe. B naHHOM cilydae HEOGXOAMMO Kak MOXHO ObICTpee
OTKITIOYUTE YCTPOHCTBO OT HHTEPHETA.

B cutyanuu, eci daiin emg He 3amyiued, To HEOOGXOIUMO IIPOBEPUTH €r'0 C
TIOMOMIBIO CHICIHATM3MPOBAHHEIX CAlTOB JUIS aHaM3a (BailiioB U CCHIIOK.



